HUMAN RESOURCE DEVELOPMENT AUTHORITY OF CYPRUS

Privacy Policy

The Human Resource Development Authority of Cyprus (hereinafter referred to as “we,” “the
Organisation,” “HRDA”) is committed to protecting your privacy and handling your personal data
in a fair and transparent manner. In carrying out its mission, which is to create the conditions for
planned and systematic training and development of Cyprus’ human resources, at all levels and
in all sectors, to meet the needs of the economy within the framework of the State’s economic
and social policy, HRDA collects and processes personal data.

The Privacy Policy of HRDA

e provides an overview of how HRDA collects and/or processes your personal data and informs
you of your rights under the applicable personal data protection legislation;

e isaddressed to natural persons who have benefited, are benefiting, or intend to benefit from
the services of the Organisation, whether such persons provided their personal data directly
to the Organisation or through third parties (e.g. through their employer),

e is addressed to natural persons who have or had any contractual or pre-contractual
relationship with the Organisation, as well as to those who have applied for employment, are
employed by, or collaborate with third parties (natural or legal persons) that have or had a
contractual relationship with the Organisation in the past,

e is addressed to natural persons who register on the digital portal of “ERMIS”, either by
themselves or through third parties (e.g. their employers), for the purposes of:

o registration of a natural person
o acquisition of a role

o participation in HRDA Programs and Systems (e.g. Single-Company Training Programs in
Cyprus and Abroad, Multi-Company Training Programs (Standard and Essential), Scheme
for the Employment of University Graduates in Enterprises, System of Vocational
Qualifications, etc.)

e contains information on when personal data will be disclosed/exchanged with other external
partners and persons outside the Organisation, such as, for example, service providers acting
on behalf of the HRDA,

e isaddressed to visitors of the HRDA website.
In this Privacy Policy (hereinafter the “Policy”), your data is referred to as “personal data,”
“personal information,” or “data of a personal nature.” Reference is also made collectively to

the “processing” of such personal data, which may include the collection, handling,
modification, adaptation, retrieval, deletion, protection, and storage/retention of personal data.
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For the purposes of this Policy, personal data means any information relating to you as a natural
person, by which your identity is identified or can be identified, and which includes, for example,
your name, address, telephone number, or identity card number.

It is important that you read this Policy together with any other relevant document we may
provide to you in specific cases when we collect or process personal data concerning you, so that
you are fully informed about how and why we use your data.

The Personal Data We Process

Personal data is defined as any information relating to you, by which your identity is identified or
can be identified. It does not include information from which the identity of a natural person has
been removed, that is, information that has been anonymized.

In the context of the successful and secure execution of our Organisation’s activities, we collect
and process your personal data, which fall into the following categories:

e Demographic data such as first name, surname, gender, date of birth, age, nationality.
e Contact data such as telephone number, email, address.
e Professional activity data such as employment status, type of employment, employer’s name.

e Income data such as household income, individual income, status and proof of payment of
salaries and social insurance contributions, payslip, invoices/receipts of payments for tuition
fees, for instructor fees (where applicable).

e |dentity data such as customer or employee number, bank account details (IBAN, account
holder’s full name, VAT registration number).

e Education and training data such as educational or training institution, courses, certifications,
professional license issued by Cyprus Scientific and Technical Chamber, duration of
participation in training programs.

e Photographic/Video data such as closed-circuit television (CCTV).

e Social identifier data such as citizen card, identity card, tax identification number, passport,
ARC, Social Insurance Number.

e Data relating to civil actions.
e Data relating to minors.
e Family Status data

e Technical data such as IP (Internet Protocol) addresses, device information, and information
obtained through interactions and chat messages with the Chat Bot.

We collect, process, and may share aggregated data such as statistical or demographic data in the
course of carrying out our mission. Although these aggregated data are derived from your
personal data, they are not considered as such, since they do not directly or indirectly reveal your
identity.
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We also collect and process the following “special categories” of personal data, which require a
higher level of protection:

e Medical data.
e Data concerning race or ethnicity.
e Data concerning religious beliefs.

e Data concerning trade union membership.

Furthermore, the HRDA may collect and process criminal record data, which include previous
convictions or offenses.

Methods of collecting personal data
We collect and process various types of personal data, which we obtain from:

e youdirectly as natural persons (job applicants, permanent staff, employees under fixed-term
and indefinite-term contracts, employees under private employment contracts, civil servants
and employees of Public Law Organisations seconded to the HRDA, retirees, as well as
individuals placed at the HRDA for vocational training and/or work experience), and the way
in which they are collected for this purpose is through the completion of forms and
applications (either in paper or electronic form) and supporting documents, as well as through
personal job interviews at the HRDA.

e you directly as existing or potential users of our services, through the completion of forms
and applications (either in paper or electronic form) and supporting documents, as well as
through personal interviews for your participation in programs and other activities
undertaken by the HRDA.

e youdirectly as users of our website, our pages on Social Media (such as Facebook, Instagram,
LinkedIn, and X), and through your interaction with the virtual assistant (ChatBot).

e youdirectly as existing or potential users of our services through your registration as users of
the digital portal “ERMIS,”

e from third parties (e.g. employers, trade unions) for the purpose of your registration on the
digital portal “ERMIS,” for the use of our services by your duly authorized representatives,
who are authorized by you to provide us with your personal data through the completion of
forms and applications (either in paper or electronic form) and supporting documents, for
your participation in programs and other activities carried out by the HRDA. Such
representatives also include your employers.

e third parties who have informed you that your personal data may be transferred to third
parties, including the HRDA, on the basis of a contractual or other relationship we have with
them. Such third parties may include state or non-state entities, such as trade unions, the Tax
Department, the Social Insurance Services, and the Department of Labour.

e sources that are publicly available to the general public (the press, mass media, and the
internet), which we lawfully obtain and are permitted to process.
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Personal data relating to minors
We understand the importance of protecting personal data relating to minors.

We may collect personal data in relation to minors only on the condition that we have first
obtained the consent of their parents or legal guardian, unless otherwise permitted under the
applicable personal data protection legislation. We may also collect and process personal data
relating to minors from their parents or legal guardians in the context of a contractual relationship
and/or a legal obligation of our Organisation. For the purposes of this Policy, “minors” are
considered to be individuals under the age of eighteen (18).

Personal data relating to children (as mentioned above) is also collected through the digital portal
“ERMIS.” Any individual aged fourteen (14) and above may register as a natural person in the
ERMIS system in order to participate in training programs under the HRDA Schemes.

Why you are required to provide us with your personal data

In order to be able to provide the requested services for the fulfillment of the Organisation’s
mission, as provided by the Human Resource Development Law of 1999 (Law No. 125(1)/1999), as
amended from time to time, we request and process those of your personal data which are
necessary for the performance of our obligation.

If you do not provide us with the required information, we may not be able to enter into a
contractual relationship with you for the provision of any services, including subsidies,
certifications, and training, as we will not be able to assess whether your request meets the
relevant requirements.

The legal basis for processing of personal data

As mentioned above, we are committed to protecting your privacy and handling your data in an
open, fair, and transparent manner. Accordingly, we hereby inform you that we process your
personal data for one or more of the following reasons and always in accordance with the
applicable personal data protection legislation.

(a) For the performance of a contract

We process the following categories of personal data that we receive through the submission of
applications (either in paper or electronic form) for recruitment/employment with the HRDA,
through your registration as users in the digital portal “ERMIS” to participate in training programs,
or to benefit from any other services provided by the Organisation, in order to be able to conclude
and perform the provisions of the relevant contract between us, carrying out all necessary
activities to provide the prescribed services:

e Demographic data

e Contact data
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e Professional activity data

e Income data

e |dentity data

e Education and training data
e Photographic/Video data

e Social identifier data

e Data relating to civil actions
e Data relating to minors

e Family status data

Furthermore, when processing is necessary for the performance of the HRDA’s contractual
obligations, we will process the following special categories of personal data:

e Medical data
(b) For compliance with a legal obligation

The Organisation is subject to a number of legal obligations arising from relevant laws,
regulations, directives, decrees, and other legally binding documents. These also include
legislation of various supervisory and other authorities such as, for example, the Commissioner
for State Aid Control, the Audit Office of the Republic, the Tax Department, and the Ministry of
Labour and Social Insurance. The necessity to comply with the above provisions of such legislation
requires the performance of the necessary personal data processing activities for, among others,
the following actions: credit checks, identity verification, compliance with court judgments/court
orders, reporting obligations under tax legislation, social insurance legislation or other legislation,
as well as compliance with the approval criteria for each training program.

For this reason, we may collect the following categories of personal data:

e Demographic data

e (Contact data

e Professional activity data

e Income data

e |dentity data

e Education and training data
e Photographic/Video data

e Social Identifier data

e Data relating to civil actions
e Data relating to minors

e Family status data
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Furthermore, when processing is necessary for the performance of the HRDA’s obligations and
the exercise of specific rights of the HRDA or of you in the field of employment law and the law
of social security and social protection, and insofar as permitted by the applicable legislation, we
will process the following “special categories” of personal data:

e Medical data

e Data concerning race or ethnicity

e Data concerning religious beliefs

e Data concerning trade union membership

e Criminal record data
(c) For the public interest

Based on Article 8 of the Human Resource Development Law of 1999 (Law No. 125(1)/1999), as
amended from time to time, the HRDA may, whenever deemed necessary for the purposes of
exercising its competencies, request by written notice:

(1) from any employer, within such period as may be specified in the notice, to provide information
in relation to any person employed by them,

(2) from any training centre, institution or Organisation, enterprise, employee, director or other
officer, instructor, or any other person who has or had a relationship or involvement with a
training program, scheme, or other activity of the HRDA, or from trainees or persons undergoing
training who participate or participated in a training program, scheme, or other activity of the
HRDA, within such period as may be specified in the notice, to provide information in relation to
any training programs, schemes, or other activities of the HRDA.

Accordingly, and for the fulfillment of a task carried out in the public interest and in the exercise
of the public authority vested in us, we may process the following categories of personal data:

e Demographic data

e (Contact data

e Professional activity data

e Income data

e |dentity data

e Education and training data
e Photographic/Video data

e Social identifier data

e Data relating to civil actions
e Data relating to minors

e Family status data
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The purposes for which we will process such data include, among others, the following:

e Ensuring the lawful implementation of the HRDA'’s activities.

e Examination of applications relating to the certification of professional qualifications,
Vocational Training Centres and Structures, approval of specifications and implementation of
training programs, disbursement of grants, and participation in Schemes.

e Conclusion of insurance contracts, such as group personal accident insurance, life insurance,
personal accident insurance, etc., for individuals participating in training programs.

e Conduct of Training Program Implementation Audits.

e Conduct of field surveys regarding the assessment of the impact of the HRDA’s
Schemes/Activities on the human resources of Cyprus.

e Provision of information to the Statistical Service and other competent authorities.
e Protection of our legal interests in the event of legal disputes (Actions/Appeals).

e Monitoring, maintenance, and improvement of our internal procedures, information
systems, data, and communications.

e Ensuring network and information security, including access control for the purposes of
preventing cyber-attacks, authorized use of our telecommunication systems and website,
prevention and detection of crimes, protection of assets, and personal data protection
measures.

e Ensuring business continuity and disaster recovery.

e Monitoring and supervision of our facilities through the use of video surveillance systems
(CCTV) for the prevention of criminal acts and fraud, prosecution of offenders, and
identification of accidents and incidents.

e Communication with legal counsel.

e Review of personal data contained in the systems and files maintained by the HRDA during
the conduct of Internal Audit activities.

e Provision of information to Organisations/services cooperating with the HRDA, such as the
Public Employment Service, the Department of Labour, the Social Welfare Services (or the
Department for Social Inclusion of Persons with Disabilities), the European Social Fund Unit,
the Directorate General Growth, the Directorate of Verification and Certification (General
Treasury of the Republic), and the Audit Services of the Republic of Cyprus and of the
European Union.

Furthermore, the HRDA may process the following “special categories” of personal data when
processing is necessary for reasons of substantial public interest, as well as for archiving purposes
in the public interest, for scientific or historical research purposes, or for statistical purposes,
always respecting the essence of the right to data protection:

e Medical data

e Data concerning race or ethnicity
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(d) On the basis of your consent

In exceptional cases, your explicit consent may be required for the processing of certain personal
data. In such cases, you will be provided with a full description of the purpose of the processing
of the personal data and given the opportunity to decide whether or not to provide your consent
for that purpose. Where you have explicitly given us your consent for processing, the lawfulness
of the processing will be based on your consent. You have the right to withdraw your consent at
any time by following the procedure set out in the section on your rights below. However, please
note that any processing of personal data carried out before the receipt of your withdrawal will
not be affected.

Recipients of your personal data

In fulfilling our contractual and legal/regulatory obligations, as well as for purposes of public
interest in carrying out our mission, your personal data may be disclosed to various departments
and to the management of the Organisation. Various service providers/partners may also receive
your personal data in order for us to meet our obligations. These service providers and partners
enter into agreements with the Organisation under which they undertake to maintain
confidentiality and data protection in accordance with the applicable legislation.

We must emphasize that we may disclose data concerning you for any of the reasons mentioned
above. All processors appointed by the HRDA to process personal data on our behalf are
contractually bound to comply with the provisions of the applicable personal data protection
legislation.

In the aforementioned cases, the recipients of personal data may be:

e Insurance companies.

e Audit Office of the Republic of Cyprus.

e Consultants and suppliers of technical and other services or products.
e Legal advisors.

e Statistical Services.

e Internal Audit Service.

e  Ministry of Labour and Social Insurance.
e  Ministry of Finance.

e Deputy Ministry of Social Welfare.

e Law firms.

e Tax Department.

e Trade Unions.

e Financial institutions.

e Employers.
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e Technical and secretarial support partners.
e Contracting Authority and Project Team for Training Program Implementation Audits.
e Contracting Authority and Project Team for the review of grant disbursement applications.

e Contracting Organisations undertaking the implementation of programs on behalf of the
HRDA and the Organisations where individuals are placed for practical training.

e Contracting Authority and Project Team for conducting field surveys.

e Contracting Authority for the provision of services for the implementation and operation of
the HRDA'’s Integrated Information System (lIS).

e Contracting Authority for the operation of a public service/help desk and for the support of
external users in the use of the new “ERMIS” information system

e  Assessors.

e Vocational Qualification Assessment Centres.
e Vocational Training Centres.

e Instructors.

e Contracting Authority for the technical implementation and technical support of the digital
portal “ERMIS”.

The HRDA will not share your personal data with third parties for their own purposes.

Our website may include links to third-party websites, plug-ins, and applications. By clicking on
those links or enabling such connections, third parties may be allowed to collect or share data
about you. We do not control third-party websites and we are not responsible for their privacy
policies. When you leave our website, we recommend that you read the privacy policies of every
website you visit.

Cases of Transfer of Personal Data to a Third Country or to an International Organisation outside
the European Union (EU) and the European Economic Area (EEA)

The transfer of personal data to third countries, that is, to countries outside the European Union
(EU) and the European Economic Area (EEA), may take place for the reasons referred to above as
legal bases.

In such a case, the HRDA will ensure that controllers or processors located in third countries are
required to comply with the same levels and standards of personal data protection as those
applicable in the European Union, and to provide appropriate safeguards in relation to the
transfer of your data through data transfer agreements based on the European Union Standard
Contractual Clauses.

In exceptional cases, we may transfer your personal data to third countries or international
Organisations, provided that the transfer is necessary for important reasons of public interest or
for the establishment, exercise, or defense of legal claims. In such cases, where the controller or
processor intends to transfer special categories of personal data to a third country or to an
international Organisation, the controller or processor shall inform the Commissioner for Personal
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Data Protection of the Republic of Cyprus of this intention before the transfer of such data.

With regard to the data collected through the digital portal “ERMIS,” your data may be transferred
to third countries when the instructors are located in those countries.

Automated Decision-Making

Automated decision-making takes place when an electronic system processes personal data to
make a decision without human intervention, including decisions that produce legal effects or
similarly significantly affect you. The HRDA does not currently engage in such processing. In the
event that this becomes necessary, you will be informed in writing before any such processing
takes place.

Retention of your personal data

The HRDA will retain your personal data for as long as necessary for the purposes for which it was
collected, including for the purposes of fulfilling and complying with legal, accounting, auditing,
and supervisory obligations, for as long as required by the applicable legislation (e.g., the Social
Insurance Law), or for the period of the applicable statutory limitation periods during which a
potential legal claim or investigation may be initiated by a government department and/or the
HRDA. To determine the appropriate retention period for personal data, we will consider the
nature and sensitivity of the personal data, the potential risk of harm from unauthorized
processing, the purposes for which we process the personal data, whether those purposes can be
achieved through other means, and any legal obligations.

With regard to the personal data collected through the digital portal “ERMIS,” such data is
retained by the HRDA for the purposes for which it was collected, including for the purposes of
fulfilling and complying with legal, accounting, auditing, and supervisory obligations, as required
by the applicable legislation (e.g., the Social Insurance Law), as well as for the period of the
applicable statutory limitation periods during which a potential legal claim or investigation may
be initiated by a government department and/or the HRDA.

Your rights under the legislation

In accordance with the applicable legislation, and subject to certain conditions, you have the
following rights in relation to the personal data that the HRDA holds about you:

Right of access to your personal data. This gives you the right to request and obtain a copy of
your personal data, and to verify that it is being processed lawfully and in accordance with the

information provided to you.

Right to rectification of your personal data. You have the right to request the correction and
completion of your personal data.

Right to erasure of your personal data. This allows you to request the deletion of your personal
data when there is no valid legal reason for the HRDA to continue processing it.

Right to object to the processing of personal data (or “right to object”). If you lodge an objection
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to the processing of personal data on the basis of the performance of a task carried out in the
public interest or in the exercise of official authority vested in the HRDA, the HRDA will no longer
process your data, unless it can demonstrate that the processing is carried out for legitimate
reasons which override your interests, rights, and freedoms.

You also have the right to object where the processing is carried out for the purposes of promoting
our services.

Right to restriction of processing of your personal data. You may request the restriction of the
processing of your personal data if:

e The personal data are inaccurate.
e Those personal data have been used unlawfully, but you do not wish for them to be deleted.

e The personal data are no longer needed, but you want them to be retained for use in potential
legal claims.

e You have requested the cessation of the use of your personal data, but it has not yet been
confirmed whether the HRDA has legitimate grounds for using them.

Right to data portability. You have the right to request to receive a copy of your personal data in
a structured, commonly used, and machine-readable format, in order to transfer it to other
Organisations, or to request that your personal data be transmitted directly from the HRDA to
other Organisations that you designate.

Right to withdraw your consent. In specific cases where you may have provided your consent for
the processing of your personal data for a particular purpose, you have the right to withdraw it at
any time. Once we receive your notice, we will no longer process your personal data for that
purpose or purposes to which you originally consented, unless we have another lawful basis for
doing so. Please note that any withdrawal of your consent does not affect the lawfulness of
processing based on your initial consent before it was withdrawn.

To exercise any of your rights, or if you have any questions regarding the processing of your
personal data by us, you may contact the Human Resource Development Authority (HRDA) at
+357 22390343 or by email at gdpr@anad.org.cy.

You will not be required to pay any fee in order to access your personal data (or to exercise any
of your rights). However, we may charge a reasonable fee if your request for access is clearly
unfounded or excessive. Alternatively, we may refuse to comply with your request in such
circumstances.

When submitting your request, and in order to help us verify your identity and ensure your right
of access (as well as your other rights), we may ask you to provide specific information as an
appropriate security measure. This is to ensure that your personal data is not disclosed to any
person who does not have the right to receive it.
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Data Protection Officer

We have appointed a Data Protection Officer (DPO) to oversee compliance with this statement.
If you have any questions regarding this statement or how we handle your personal data, please

contact the DPO at gdpr@anad.org.cy.
Right to lodge a complaint

If you feel that your concerns and questions have not been fully addressed by us regarding the
way your data is being used, you have the right to lodge a complaint.

You also have the legal right to lodge a complaint with the Office of the Commissioner for Personal
Data Protection, at http://www.dataprotection.gov.cy, which is the Supervisory Authority for
data protection matters in Cyprus.

Changes to this Privacy Policy

The HRDA reserves the right to change or amend this Policy at any time it deems necessary. You
will be duly notified when changes or amendments are made to this Policy, and the revision date
stated on the front page will be updated accordingly. However, it is recommended that you
review this Policy periodically to remain informed about how the HRDA processes and protects
your personal data.

Cookies
Our website uses “cookies” in order to function more effectively and enhance your experience.

To learn more about how we use “cookies,” please refer to our Cookies Policy:
https://bit.ly/3SRgquT.

5 of September 2025
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